Finding VWeaknesses in VWeb Applications
Through the Means of Fuzzing




Qutline

® Introduction

® What is fuzzing!




Introduction

® Bad handling of input in web applications leads to
vulnerabilities.




Fuzzing?

® Random testing technique discovered by Miller et
al.“a dark and stormy night.”

® Study from 1990 done on UNIX command line
~ applications shows about a third crashed or hung.
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Fuzzing?

® Has also been used:

® Month of Kernel Bugs




We Have:

® FEvaluated fuzzing for web applications (is the
method feasible in this area?)




Experiment

Identify Target l
Identify Inputs l
Generate Fuzzed Data l

Execute Fuzzed Data l
Monitor for Exceptions l
Determine Exploitability l

Figure taken from
“Fuzzing: Brute Force Vulnerability Discovery”
by Sutton and Amini




Experiment (targets)

® Chyrp (weblog, PHP) ® Sciret (knowledge base,
PHP)

® ¢Z Publish (CMS, PHP)
® Wordpress (weblog, PHP)

® Junebug (wiki, Camping)
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Experiment (identify input)

® We use a crawler to traverse the application’s
pages.




Experiment (identify input)

o000 My Awesome Site

ED & | @ htp://chyrp.net/demos; 7/

my awesome site

Hi there! Pages

+ Home

This is your special sandbox for Chyrp. As long as you don't log out, you can
toy around with this install as much as you like. Hack it if you want, it'll only Archives
affect you anyway. + June 2008

Some things to try: Welcome, Admin!
+ Enabling some Modules + User Cont

+ Trying out the various Feathers

+ Editing this post (click "Edit" down there)

+ Deleting this post

+ Writing a new post + Queries: 11

+ Load Time: 0.009

June 4th, 2008 /Trackback /Edit /Delete




Experiment (identify input)

<form action="/chyrp/" method="get">
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Experiment (generate fuzz)

setup("Chyrp") do
@host = "10.0.0.2"
@port = 80

before do




Experiment (generate fuzz)

attack("Search box") do
url = "/chyrp/"
‘_M{m'many get url { actlon —>_ search" query =2 str(l@@)}
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Experiment (fuzzing)

® Run fuzzer: ruby fuzz.rb targets/chyrp.rb




Experiment (analysis)

® (CSYV files containing number of status codes
returned and request timings.
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Findings

® Non-semantic use of HT TP status codes
(Wordpress)




Conclusions

® Web applications are vulnerable to fuzzing.

® Small tests found some results.
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