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Introduction

• Authentication

• Biometrics.

• Keystroke Dynamics.



Authentication 

• One of the most important things before giving a 

person access to any resource is to identify or 

authenticate him\her first.

• By authentication we mean verifying a claimed 

identity.

• By identification we mean establishing an 

identity.



Authentication Parties

– The authenticator (legitimate user).

– The verifier.

– The attacker(imposter).



Authentication Factors

 Know: something only you remember.

 Have: something only you possess.

 Are: some biometric property.

 Combinations (Multiple factors).



Biometrics (Are)-1

• Physiological (static) : Features that are 

physically related to a person for example iris, 

fingerprints and retina.



Biometrics (Are)-2

• Behavioral (dynamic): features that people have 

learned to do. Gait, signatures, and keystroke 

dynamics



Keystroke dynamics

•Keystroke dynamics is the process of analyzing 
the way a user types on a keyboard and identify 
him based on his habitual typing rhythm

•A user’s typing pattern may be unique because 
similar neuro-physiological factors that make 
written signatures unique are also exhibited here

•Keystroke dynamics is a behavioral biometric

•Natural choice for computer login and network 
security



History

•World War II
•Telegraph operators on many U.S. ships could recognize the sending 
operator 
• "Fist of the Sender" the uniqueness in the keying rhythm (even of 
Morse-code), could distinguish one operator from another.

http://www.wsta.org/publications/articles/1003_article06.html



State Of Art-1

Features

•Keystroke dynamics is not what you type, but how you type

•Features commonly used to describe a user’s typing pattern are

– Latencies between successive keystrokes (the elapsed time between the release 

of the first key and the depression of the second).

– Duration of each keystroke (How long is the key held down).

– Finger placement.

– Pressure applied on the keys .

– Overall typing speed.

• For known regularly-typed strings (e.g., username and password), such 

features are quite consistent

• However, features are a function of the user and the environment



State Of Art-2

Static vs. Continuous

•In static verification, the keystrokes are analyzed only at specific times e.g.,      

during login.

•Static approaches provide more robust user verification than simple passwords.

•But static methods do not provide continuous security –they cannot detect 

substitution of the user after the initial verification.

•Continuous verification monitors the user’s typing behavior throughout the session; 

can be used to detect uncharacteristic typing rhythm caused by say drowsiness.

Monrose and Rubin, “Keystroke dynamics as biometrics for authentication”, Future 

Generation Computer Systems 16 (2000), 351-359.



Problem description
• It is important to know if we can still depend on

keystroke dynamics to authenticate people when they run 

different applications.

example Java Vs Chat on Msn

• Our target in this project is to investigate this problem, and try 

to assure the stability of keystroke dynamics techniques.



Justification, motivation 

and benefits

• keystroke Dynamics will strengthen the security of the     
system. Even after logging into the system, the user needs to 
know how to type.



Research  Questions
• How are typing characteristics different from one application 

to another and where are the similarities?.

• How we can benefit from the results of those differences and 
similarities to generate a reliable template to authenticate a 
user regardless which application is used?.

• Is it possible to authenticate a person based on one general 
template or we need a set of application dependent 
templates?.

• Is it possible to say that the typing characteristics in 
application X is more stable than in application Y?.



Choice of Methods



Experiment

• Collecting data

– Keycondition   KeyName   Time     App

• Program on c# . Net

• Participants 35, only 25 completed the Exp.



Preprocessing



Data analysis

• Analysis disregarding different applications

• Analysis considering  different applications



Analysis disregarding different 

applications

• Template creation

• Procedure

• Distance metric

• Decision rule

• Analysis using different thresholds

• Penalty function



Template creation

• Interesting features (most common btw participants).

Back, Space, E, A, T, I, N, O, S,L, Comma and Period.

AT,NG, TH, HE, ME, AN, IC, IS, OF, TE, BE, CO, OR, 

BY.

• 2 types of template

– General Template: whole features

– Personal Template: some features excluded 

according to 

• Occurence

• Mean/Standar deviation



General Template



Personal template



Procedure



Distance metric

• For single file

• For Double file 

: Current Key.
: Duration time.
: Mean from template.
: Standard deviaton from 
template.

k

Where k1: First Key, k2:Second Key,L: is the latency, µ:Mean from 
template ,σ:Standard deviation from template



Decision Rule

• A decision rule base on a predefined threshold is needed after 

applying the distance metric.

• Many decision rules could be applied.

– Rule (1)= 

Where T is the predefined threshold and D is the distance.

– Rule(2)= 

• 2 is more realastic than 1 since we have an idea of how bad was the 

feature is typed.



Analysis using different thresholds

Threshold FAR

0.5 7.04%

1.0 9.76%

1.5 12%



Penalty function

• Penalty (Feature) =

• P is penalty value , P>=0.

• Punishment: D-T, Reward: predefined value

• α small value = 0.01.



Very consistent participant



Non consistent participant



Analysis considering different 

applications

• Classification.

• Template creation.

• Analysis applying Penalty function.



classification



Template Creation

• General and personal template still used

• Application based template

• Each user has 3 application based 

templates.



Penalty function+Rule 2 +T=0.5

• Since we got the best results using rule 2 

and T =0.5 we decide to use the same in 

this part.



Same application



Different application



Application stability



Comparison 1 & 2

• Number of features before rejection

• Disregarding application.

.



Comparison 1 & 2

Means



Conclusion

• Knowing application in advance is much 

better.

• No matter what application the user use 

still this user can be authenticated.

• More various applications are needed to 

generalize the previous point.

• Some applications show a higher stability 

than others.



Questions


