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IDS for SAP

Application Based IDS Reporting 
in the ERP system SAP R/3
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Research Question
How is the performance of this SAP 

IDS when running with reduction of 

false positives and anonymization?

Hypothesis

It is possible to make an application 

based IDS for SAP and increase 

performance with false positive 

reduction in anonymized mode.
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Goals

• Simplicity

• Automate security monitoring for SLA 
meetings and Security Audits.

• Effective and Proactive processing of 
Security Audit Log

• Improve organizational security awareness
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SAP R/3 facts

• ERP system (Enterprise Resource Planning)

• Integrated database containing all data and 
processes for the organization.

• Realtime

• 3-tier (database, application, client)

• Extensive and complicated authorization 
system.

• Role based access control, (RBAC).
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IDS

• Intrusion Detection System: Software that automates the 
intrusion detection process.

• IDPS – intrusion detection and prevention system

• Purpose [NIST SP800-94]
– monitoring “...events occurring in a computer system or network 

and analyzing them for signs of possible incidents, which are 
violations or imminent threats of violation of computer security
policies, acceptable use policies, or standard security practices.”

• IDS challenge: False positives and true negatives.

• Optimize false positive reduction, (FPR) without 
generating true negatives.
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Why an Internal IDS for SAP?

• Use for SLA Meetings and Security Audits

• Monitoring and investigating security audit 
logs for internal security incidents and 
misuse is time consuming and dull

• Output from IDS will produce more 
findings.
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Performance Considerations

• Why Anonymization?

– Some information in the reports are internal

• What is Good IDS Performance?

– Comprehensive

– Timely

– Comprehensible

– Accuracy
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Ethical Dilemma

• Security personnel responsible for 
reporting signs of misuse and abnormal 
activity

• No time is allocated to work in this area by 
the employer

• Outsourced IS operations personnel 
instructed not to report problem areas 
unless service agreement for this type of 
work is in place
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Building Blocks for IDS

• Security Audit Logging

• ABAP programs

• Access Roles

• Authorization User Groups

• SOD Matrix, Virsa Compliance Calibrator

• Customized tables

• SAP standard tables
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Transaction codes

• Tcodes for short

• Typically a four 

letter alpha-

numeric code.

• Executes a 

program or 

script when 

entered.
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Security Audit Logging

• Stored at OS level (UNIX)

• One file for each 24 hour period on each 
application server

• Text based file with delimiter for linefeed

• Collect log files for specified time period 
and populate customized table.
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Security Audit Logging
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Log Collector
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Misuse Detection

• Update of own access

– Incidents where user has changed his own 

authorizations

• Segregation of Duties, SOD risks

– Potential for fraudulent gain and misappropriation of 

funds.

• Dualism

– Incidents in which a user is running transactions 

classified as IS operations and business postings.
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FPR in Misuse Detection

• Update of own access

– Actual update of authorization profiles

• Segregation of Duties, SOD risks

– Illicit use or attempts, i.e. no approval.

• Dualism

– Exclude privileged users.
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Anomaly Detection

• Login Failures

– Incorrect user name, password, or validity period

• Authorization Failures

– Attempts to perform unauthorized postings and 

operations.

• Download Activity

– Downloading information from system and 

storing in PC format
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FPR in Anomaly Detection

• Login Failures

– Exclude non-existing user IDs (typos)

• Authorization Failures

– Exclude non-existing tcodes (typos)

• Download Activity

– Check enterprisers only
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Detection Engine
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Log files
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Incidents
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Misuse Conclusions, FPR

• Misuse of privileges to gain additional 
authorizations

– Good performance, actual changes only

• Misuse with SOD risks

– Effective with corrective actions

• Misuse with Dualism

– Effective with corrective actions
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Anomaly Conclusion, FPR

• Login failures
– Some performance improvement, but what 

about brute force attacks?

• Authorization failures
– Some performance improvement, but what 

about ‘menu cruisers’

• Download activity
– Performance improvement! –but, should 

account for quantity of downloads
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Conclusions, Anonymization

• One to one correlation between FPR only 
mode and FPR anonymized mode.

• Anonymization does not affect other 
performance characteristics than 
comprehensibility.
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Experiences & Suggestions

• Consider more than one FPR for each IDS 
characteristic

• Introduce thresholds

• Incorporate white lists and black lists

• Incorporate alert facilities?

• Check total number of downloads not just 
number of users, as for the SOD analysis


